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ABSTRACT 



A tag server system provides unique tag values to many 
client systems. The tag server system comprises a processor 
that generates an inventory of unique tag values, such values 
being generated by monotonically increasing a value within 
the tag body field. A memory is provided for storing the 
inventory of unique tag values. A nonvolatile memory is 
controlled by the processor and stores a highest unique tag 
value generated by the processor. The processor implements 
a tag value recovery procedure and is responsive to a data 
loss failure mode in the tag server system to cause a readout 
of the highest unique tag value from the non-volatile 
memory. The processor is responsive to that highest unique 
tag value to commence generation of new unique tag values 
monotonically from that value and expends no effort to 
regenerate lost unique tag values that are less than the 
highest unique tag value derived from the non-volatile 
memory. 

17 Claims, 2 Drawing Sheets 
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SYSTEM AND METHOD FOR BLOCK some computer systems); is visible to the human eye in 

GENERATION OF MONOTONIC GLOBALLY printable and common character sets; and is common across 

UNIQUE TAG VALUES, WHERE RESTART the universe of connect systems. While there is no character 

TAG VALUE DUE TO FAILURE STARTS AT which meets all of these requirements, a preferred symbol is 

HIGHEST VALUE OF PREVIOUSLY 5 the "< w . The delimiter character serves as both a human and 

GENERATED TAG VALUES a macmneread^lemtial indicator of me beginning of a tag. 

Tag version field 14 follows delimiter field 12, identifies 

This is a continuation of application Ser. No. 08/174,689 a unique token version and is generally a numeric field using 

filed on Dec. 28, 1993, now abandoned. values 0-9 across the universe of unique tag values. The 

FTPinnFTHP TNVwrrrm 10 value of version fidd 14 ****** very rardy ' far exam P Ie ' 

mulu yjr i jiii un viirfi iuim whcn ^ availablc valucs m variable field 16 reach a point 

This invention relates to computerized systems for gen- where it is determined that it is worthwhile to commence a 

eration of tag values that are used to identify data items and, new version — and thus a new series of valucs in variable 

more particularly, to a computerized tag server and method field 16. 

mat operate to assure rapid availability of globally unique 15 Variable field 16 includes a string of characters and is 

tag values. unique for a given tag version and thus provides the unique 

BACKGROUND OF THE INVENTION !£^£jS^££2S2S^ 

As distributed computing increases, tag servers are ited in size. Error field 18 is employed for error checking 

required to provide universally unique tags. Such tags (or 20 purposes and may include a standard error check value (e.g. 

"tokens") are employed to identify objects, events, geo- CRC, checksum, parity, etc). 

graphic locations, etc. and are used in computer systems that When utilizing such a tag architecture 10 in a globally 

are interconnected on a worldwide basis. Prior approaches accessible tag server, several problems may be encountered, 

for generating tags have tended to be single purpose Le., Tag values may often be requested by many clients at the 

telephone numbers (for telephones only); Library of Con- sa me time, resulting in a long queue of client requests. The 

gress numbers (for documents only); social security num- length of the queue — and thus the waiting time to receive a 

bers (limited to citizens of one country); etc. response may become quite long. It is clear that any system 

Some prior approaches have used time or location as the which results in long waiting times for assignment of tag 

basis for generation of unique tag values. However, clocks 30 values will not be long utilized by the dients. 

have synchronization, granularity, time zone and other prob- j^ext, any tag server mat is to serve as a center for unique 

lems; and nodes at locations can be moved, multiple servers tag values must assure that, under all conditions and for the 

canexistatonelocation,etc.msomepriorapproaches,fixed foreseeable future, all tag values are unique. While such 

length fields were allocated to tag values. The fixed lengths uniqueness can be assured by detailed logging procedures, 

prevented the tag values from being sufficiently extensible to 35 suc h logging actions require both substantial computational 

take care of future requirements. Other approaches have capability and data recovery speeds that are not compatible 

used serial algorithms that: were unable to support parallel with short waiting times for tag assignments, 

assignments or to respond to parallel, concurrent requests The tag server must also be able to recover from a system 

for tag assignments. ShU other approaches required omfan- faaurc ^ ^ no loss of ^ mtegrity ^ * 

ued communication between tag generahon systems to „ low cost ^ ^ be M ^ ^ £J where 

assure consistency and synchronization of tag values. assignmcnt/oser records m used ^ intermediate 

In U.S. patent application Ser. No. 07/963,885 now U.S. processing employed to assure a '"hardening" of such data 

Pat No. 5,414,841 to Bingham et aL, an architecture and during the assignment process. Hardening of data requires 

general purpose algorithm for the generation of unique tags me rea ding of data values to non-volatile memory, such as 

is disclosed that is infinitely extensible, supports parallel 45 one or more disk drives, to assure its availabiUty in me event 

assignments from an arbitrary large number of servers, and of a subsequent system failure. 

assures that uniqueness is maintained In the Bingham et al . , ... • ^ .j 

, v ^ ^. . - - . . *\ Accordingly, it is an object of this invention to provide an 

architecture, no fixed length fields are required — thus pro- . ^ * * A ^ j *i_ * 

... . ' „ . . , . n r improved tag server system and method that assures little 

viding a virtually boundless tag domain. ,T , r. . ' . 

. delay to a client requesting service. 

The basic reason for the creation of such an architecture 50 Tt . ^ _ . . . . ^ , . 

is a need for unique, homogeneous identifiers to tie com- anotter obj^ of 

puter references to real world objects and events together, syst ^ and therein loggmg procedures are mini- 
using a simple symbolic representation that allows easy ^ me ^ ocess of aSS1 S Qments ' 
identification, management and association. An intention of tt is anomer oty&X of ^ invention to provide an 
the architecture is to provide a tag that is usable on a 55 improved tag server system wherein system recovery in the 
worldwide basis by many users— while assuring a globally event of a malfunction is rapid and requires short processing 
unique value for each tag. procedures. 

The unique tag structure 10, as shown in FIG. 1 hereof, is It is a further object of this invention to provide an 

a simple character string or byte array that comprises a improved tag server which has the capacity to handle 

sequence of concatenated fields. The tag comprises a delim- 60 multiple client requests for tag assignments while assuring 

iter field 12, a version field 14, a variable field 16 and an globally unique tag values, 
error checking field 18. Token delimiter field 12 provides a 
means by which a recognition program can recognize the 

start of a tag. The delimiter character is a symbol that is A tag server system provides unique tag values to many 

relatively uncommon in text; is available in most computer 65 client systems. The tag server system comprises a processor 

coded character sets; is operating system neutral, (avoids that generates an inventory of unique tag values, such values 

sequences such as blanks that are automatically discarded in being generated by monotonically increasing a value within 
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the tag value field. A memory is provided for storing the the use of the tags by the tag assignment procedure. This 
inventory of unique tag values. A nonvolatile memory is function may be accomplished asynchronously, with the tag 
controlled by the processor and stores a highest unique tag generation procedure continuing in an asynchronous mode 
value generated by the processor. The processor implements and upon demand of a supervisory program to generate 
a tag value recovery procedure and is responsive to a data 5 blocks of tag values. The process can be implemented as a 
loss failure mode in the tag server system to cause a readout circular queue or via buffer swapping or another similar 
of the highest unique tag value from the non-volatile scheme. 

memory. The processor is responsive to that highest unique When tag server 20 receives a request for a tag, tag 
tag value to commence generation of new unique tag values assignment procedure 46 is invoked and a next available tag 
monotonically from that value and expends no effort to 10 OT block of tags (depending upon the request) is assigned. A 
regenerate lost unique tag values that are less than the next avaUable ^ P ointer ^ me blodc OT ( blocks > to 
highest unique tag value derived from the non-volatile incremented, and I/O module 28 proceeds to transmit the 
memor y assigned tag values . Tag assignment procedure 46 checks to 

see if the largest assigned tag value has reached a preset 
DESCRIPTION OF THE DRAWINGS 15 threshold and, if so, it signals tag generation procedure 44 to 

create a new block (or blocks) of tags. Those tags, or blocks 
FIG. 1 is a schematic view of a preferred tag architecture. of tags, once generated are queued by tag assignment 
FIG. 2 is a high level block diagram of a data processing procedure 46 to await a tag address and a subsequent 
system for carrying out the invention hereof. assignment 

FIG. 3 is a state/system diagram that enables a more 20 Tne recover y procedure in ROM 30, as above indicated, 
detailed understanding of the invention. enables tag server 20 to recover from a system failure that 

causes a loss of tag values. Regardless of the status of any 
DETAILED DESCRIPTION OF THE blocks of tags generated prior to the failure, the recovery 

INVENTION procedure assures that the generation of new tag values 

« * . m „ * 7c resumes with no possible compromise to the uniqueness of 

Referring to FIG. 2, tagservei -20 comprise ; one or more 25 ^ s previously generated. Using the last saved highest tag 
central processing units (CPUs) 22, 24 etc. CPUs 22 and 24 ^ 42, tag generation procedure 44 begins generating new 
cornrrmiiic^e vu a r^s 26 wim ren^g subassemblies of Ug valnes without awaMn other external events, 
tag server 20. An I/O module 28 provides input/output Unused tag values in blocks that were not consumed before 
capabihty fortag js^er 20 and i^s connected to plural ctient a tem interruption m i ost * restart time. No time or 
systems 30, 32, 34, etc. I/O moduk 28 1 communicates with effort h expended trying to ascertain the status of prior tag 
bus 26 as do a read only memory (ROM) 36 a disk memory ^g^nts as those tags were either assigned or are now 
38 and a random access memory (RAM) 40. ROM 36 lost Systcm is assigned to assurin a guaranteed 

contains among other subroutines, a recovery procedure uniquetiess of all tags assigned and not that every tag value 
that enables tag server 20 to ^recover in the event of a is sequentiaL The potential loss of the small number of 
system failure that causes loss of data Disk memory 38 valDCS from a substantially infinite numbering space is 
stores anrcngom*^^^ acceptable due to improved system perfonLice and 

Ram 40 stores a procedure 44 that enables CPUs 22 and 24 reduced cost 

to generate tag values; a procedure 46 which enables CPUs ^ to HG 3 [e q{ both 

22, 24 to assign tag values m response to client requests and tnn .^^L.,,, „ mM1 \^ ,111/* ?;^ 7 
blocks 48 of tag values that have been pre-generated. 40 * g ™* be described. As indicated above, tag 

«6 r s^uwowsu. generation procedure 44 may operate in an asynchronous 

Tag generation procedure 44 enables one or more CPUs mode and generate tag values in advance of requirement 
22, 24 to pre-generate tag values in blocks or batches on a Tag generation procedure 44 controls a plurality of subpro- 
background task basis. Generation of batches of tags is an cedures 52, 54, 56, etc. which each generate, in parallel and 
efficient approach as it reduces total cost and the delay time 4$ (potentially) under the control of separate CPUs, a block or 
in responding to a client server request for a tag assignment blocks of tag values Bl, B2, B3, etc. Each of the generated 
The actual size of a block of tag values can be varied Wocks of tag values is stored in RAM 40 to be ready for 
depending upon the appHcation. Fre-gencration of tag values subsequent assignment At the same time blocks B1-B3, etc 
also allows the generation task to be partitioned among 0 f tag values are generated, tag generation procedure 44 
multiple generation tasks that operate simultaneously so as 5Q mat ^ hig^ ^ valuc g Cncr atcd by subproce- 

to assure availability of tag values in anticipation of high tag dur e S 52, 54, 56 is hardened in disk memory 38. 

^ C iT ndS * *? * TT* Whenasubsequentrequestisreceivedbytagassignment 

tough the reuse of tag storage blocks after the tag blocks procedure 4* £ om a ^ systcm 32/^/ assi |nment 

have been assigned and transmitted. procedure 46 responds in a manner that is conttolled by the 

Each time a new tag block is generated, the "high-water 55 number of other requests then in process or anticipated 

mark" tag value is saved immediately. More specificaUy, the For example, tag assignment procedure 46 may transmit 

block's highest value tag is ''hardened" immediately by to client system 32 an address in RAM 40 wherein requested 

storage in disk memory 38 or some other non-volatile spcc ifi c tag valacs ^ foumL Using ^ addrcsS) a 

memory. Lower tag values are not saved as it is a basic system 32 may at some later time, access those values. Until 

feature of the invention that, upon a failure, all tag values ^ those values are consumed, the areas in RAM containing the 

less man the hardened highest tag value arc thereafter va i ues are prevented from being overwritten with new 

£nored and a new sequence of tag values generated, starting valu es. Tag assignment procedure 46 may provide the actual 

from the hardened highest tag value. The invention thus tag values to client system 32, if the request is for just few 

assures that tag values will always be unique, but not mat tag values. AUernatively, tag assignment procedure 46 may 

they will necessarily be contiguously related. 65 ^ to client system 32 one or more full blocks of tags 

It is only necessary to save the highest tag value once on a burst transmission basis if that is deemed to be the most 

during a pregeneration of a block of tag values and prior to efficient tag valuc transfer procedure. 
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III the event of a malfunction that causes a loss of tag 
values during any point of the procedure prior to receipt at 
a client system, the highest tag value stared in disk memory 
38 is accessed upon system restart and tag generation 
procedure 44 commences a new tag generation operation 
from that stored highest tag value. 

It should be understood that the foregoing description is 
only illustrative of the invention. Various alternatives and 
modifications can be devised by those skilled in the art 
without departing from the Invention. For instance, while 
concurrently operational tag generation has been described, 
only a singular tag assignment procedure has been consid- 
ered. One skilled in the art will realize that the tag assign- 
ment procedures may operate concurrently, as well. 
Accordingly, the present invention is intended to embrace all 
such alternatives, modifications and variances which fall 
within the scope of the appended claims. 

We claim: 

1. A tag server system for providing unique tag values to 
plural client systems, said tag server system comprising: 

processor means for pre-generating a block of unique tag 
values, said unique tag values generated by increasing 
a value of a tag body field in said tags; 

memory means for storing said block of unique tag 
values; 

non-volatile storage means controlled by said processor 
means for storing a highest unique tag value of said 
block generated by said processor means; and 

tag value recording means responsive to a failure mode in 
said tag server system that causes a loss of at least some 
said tag values in said block, for causing a read-out of 
said highest unique tag value from said non-volatile 
storage means, said processor means responsive to said 
highest unique tag value to commence a generation of 
new block of unique tag values from said read-out 
highest unique tag value. 

2. A tag server system as recited in claim 1 wherein said 
tag values in said block are generated by monotonically 
increasing a value in a field in each said tag. 

3. The tag server system as recited in claim 2 wherein said 
processor means causes said non-volatile storage means to 
store a highest tag value of a block of tag values containing 45 
said highest tag value. 

4. Hie tag server system as recited in claim 2 wherein said 
tag value is monotonically increased as said block of unique 
tag values are generated, said unique tag values having no 
predetermined constraint on value, whereby globally unique 
tag values are guaranteed. 

5. Hie tag server system as recited in claim 2 wherein said 
processor means comprises plural processors, each said 
processor generating a pre-assigned range of said monotoni- 
cally increasing unique tag values. 

6. The tag server system as recited in claim 1 wherein said 
tag server system responds to a request from a client system 
for a block of unique tag values, by providing to said client 
system an address that identifies a location in said memory 
means wherein a block of unique tag values are to be found, 
whereby said client system may remotely access said block 
of unique tag values while said tag server responds to a 
request from yet another client system. 

7. The tag server system as recited in claim 1 wherein said 
tag server system responds to a request from a client system 



for a block of unique tag values by transrnitting to said client 
server said requested block in a burst mode, whereby 
message control overhead is miriirnized 

8. The tag server system as recited in claim 1 wherein 
each said unique tag value comprises a version field, and a 
variable field. 

9. A method for controlling a tag server to provide unique 
tag values to plural client systems, said method comprising 
the steps of: 

generating in said tag server a block of unique tag values 
by increasing a value of a tag body field in said tags; 
storing said block of unique tag values; 
storing a generated highest unique tag value of said block 

in non-volatile storage means; 
responding to a failure mode in said tag server that causes 
a loss of at least some said tag values of said block, to 
cause a read-out of said highest unique tag value of said 
block from said non-volatile storage means; and 
commencing a generation of a new block of unique tag 
values from said read-out highest unique tag value, and 
expending no effort to generate lost unique tag values 
that are less than said read-out highest unique tag value. 

10. The method as recited in claim 9 wherein said tag 
25 values are generated by monotonically increasing a value in 

a field in each said tag. 

11. Hie method as recited in claim 10 wherein said tag 
server responds to a request from a client system for a block 

30 of unique tag values with the following step: 

providing to said client system an address that identifies 
a location in said memory means wherein a block of 
unique tag values are to be found, whereby said client 
system may remotely access said block of unique tag 
values while said tag server responds to a request from 
yet another client system. 

12. The method recited in claim 10 wherein said tag server 
systemresponds to a request from a client system for a block 
of unique tag values with the following step: 

transmitting to said client system said requested block in 
a burst mode, whereby message control overhead is 

minimiz ed. 

13. The method as recited in claim 12 wherein said tag 
server system concurrently responds to plural client requests 
for unique tag values. 

14. The method as recited in claim 9 wherein said 
generating step concurrently generates blocks of unique tag 
values. 

15. A program product in computer readable form for 
controlling a tag server to provide unique tag values to plural 
client systems, said tag server comprising memory means 
for storing tag fields, non volatile memory means and 
processor means, said program product comprising: 

storage means; 

means in said storage means for operating said tag server 
to generate a block of unique tag values by increasing 
a value of a tag body field in each tag stored in said 
memory means; 
means in said storage means far causing said memory 

means to store said block of unique tag values; 
means in said storage means for causing said nonvolatile 
memory means to store a generated highest unique tag 
value of said block; 
means in said storage means for causing said processor 
means to respond to a failure mode in said tag server 
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that causes a loss of at least some said tag values of said 
block, to cause a read-out of said highest unique tag 
value of said block from said non-volatile storage 
means; and 

means in said storage means fox causing said processor 
means to commence a generation of a new block of 
unique tag values from said read-out highest unique tag 
value, and to expend no effort to generate lost unique 
tag values that are less than said read-out highest 
unique tag value. 
16. The program product as recited in claim 15 wherein 
said means in said storage means causes said tag values to 
be generated by monotonically increasing a value in a field 
in each said tag. 
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8 



17. The program product as recited in claim 16 further 
comprising: 

means in said program product to cause said tag server to 
respond to a request from a client system for a block of 
unique tag values by providing to said client system an 
address that identifies a location in said memory means 
wherein a block of unique tag values are to be found, 
whereby said client system may remotely access said 
block of unique tag values while said tag server 
responds to a request from yet another client system. 
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